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INTRODUCTION
With the increased use of Information and Communication Technology 
(ICT) in society, there emerges a new form of crime in cyberspace, 
which is called Cybercrime. The cybercrime is different from any other 
crime happening in society. The reason being, it has no geographical 
boundaries and cybercriminals are unknown. Therefore, in the present 
time, cybercrime emerges as an important challenge for all countries 
including India. It is affecting all the stakeholders from government, 
business to citizens alike. In India, in the last few years, cybercrime is 
increasing with increased usage of ICT. Therefore, this article tries to 
study and analyze the cybercrime happening in India (States/UTs-
wise) in the last five years. Further, it discusses some important 
initiatives of the Government of India, to overcome cybercrime in the 
country (Bhatt and Pant 2011), (Kumar 2010).



CONT’
ICT and other emerging tools are now a valuable resource for reacting 
to threats, participating in patrolling hotspots, investigating hate 
incidents, tracking the success of staff, and several other tasks. In law 
enforcement, technologies like video cameras, data mining systems, 
heat  sensors,  b iometr ics,  GPS t racking,  and Internet  and 
telecommunication systems are used to detect, investigate, prosecute, 
and prevent crime. Technology, as it did in the middle of the 20th 
century, is beginning to change the nature of policing and affect the 
management and delivery of police services (Nunn, 2013). Emerging 
policing models in the 21st century need reliable real-time information 
for strategy preparation, crisis identification, tactical choices, 
neighborhood access, interagency coordination, transparency, hazard 
detection, and several other functions (Samoei 2018).



CONCEPT - What is Cybercrime or E-crime?
In the year 1995, Sussman and Heuston projected the 
word "cybercrime" in the first place. Cybercrime cannot be 
called a single definition; it is best understood as a group 
of acts or behaviors. These deeds are based on the 
material object of crime that disturbs data or structures on 
the computer. Those are the illegal activities where a 
computer interface or content structure is either a resource 
or a target, or a combination of both. The cybercrime is 
often known as e-offenses, computer-related offenses, 
elevation development crime, digital age crime, etc. (Bhatt 
and Pant 2011), (Shankar, Hemarj, and Panda 2014).



Forms of Cybercrimes Attacks
i) Physical Attack: A kinetic assault entails traditional arms or 

communication lines aimed towards a data facility; and
ii) Electrical Attack: An electrical attack (EA) includes the use of 

e lec t romagnet ic  force as  a  too l ,  most  genera l ly  as  an 
electromagnetic pulse (EMP) to overwhelm device circuits but 
often in a less aggressive manner, to inject a stream of harmful 
software code directly through an enemy microwave radio 
transmission.

iii) Network Attack: A computer network assault (CNA) typically 
includes malicious code used as a tool to hack adversary 
machines to manipulate a programming flaw, device setup, or an 
organization's or information user's computer protection habits. 
Other forms of CNA are enabled when an attacker enters restricted 
computer systems using stolen information.



Some Techniques Used by Hackers
a) Hackers and forensic experts use packet sniffing this. Data 

travels in the form of packets and vary in size depending on the 
network bandwidth and amount of data.

b) Password Cracking: A password is a form of authentication. The 
password is saved in memory before signing in. During this time, if a 
hacker has access to the computer, they may sift password through 
the memory. 

c) Tempest Attacks: It is an acronym for normal Transient 
Electromagnetic Pulse Emanation. Data passing through circuitry 
and mechanical apparatus produces electromagnetic emanation. 

d) Buffer Overflow: It is the most common method to hack through a 
machine. Buffers are designed for carrying a limited number of files. 
When it overflows, it enters adjacent buffers, which may cause 
overwriting of data. 



Electronic Crimes Detection
a) Tripwires snooping: They are software programs that take snapshots 

of key system characteristics that can be used to detect critical file 
changes. 

b) Configuration checking tools: Configuration checking tools are also 
called as vulnerability assessment tools, referred to software programs 
used to detect insecure systems.

c) Honey pots: Honey pots or Honey pot lures are employed to entrap 
and keep an electronic criminal occupied long enough to allow for 
identification and even apprehension of the preparatory. 

d) Anomaly detection systems: Anomaly detection system focus on 
unusual patterns of activity.

e) Operating system commands: Intrusion detection is also possible with 
certain operating system commands, for example checking log files and 
comparing outputs of similar programs are among the numerous 
manual techniques involving operating system commands.



Electronic Identification & Detection of Crimes
A) Online Verification and Fingerprints Reader: Biometric devices and 

fingerprint scanners are now helping to uphold the legislation and enhance 
the activities of the police. 

B) CCTV (Closed Circuit Television): Used by a wide range of stakeholders, 
from police, transport providers and networks, city councils, businesses, 
householders, etc.

C) Electronic Transport (E-Transport) Big transport-related operations can 
be done conveniently via mobile technologies. 

D) Mobile Phone: There are already millions of cell phone users in the UK. 
Many owners also can record, intentionally or unknowingly, crime-related 
details; and they do have the opportunity to send such details (real-time), 
via social networking platforms such as Linked-in and Twitter, as well as 
through YouTube, etc. 

E) RFID (Radio Frequency Identification): Recently, automated tracking 
methods have become popular in the provision of several services. They 
can have details on individuals, companies, and items. .



Safety Measures Against Cybercrimes
PROTECTING YOUR PRIVACY:

- Privacy policy:  Until sending your name, email 
address, or other personal details to the website, 
please check the Privacy Policy of the website. 

- Evidence that your information is being 
encrypted:

- Keep software up to date:
- Use Strong passwords:.
- Disable remote connectivity



Conclusion
Cybercrime is indeed getting the recognition it deserves. However, it is 
not going to restrict that easily. It is highly likely that cybercrime and its 
hackers will continue developing and upgrading to stay ahead of the 
law. So, to make us safer we must need cybersecurity. Cybersecurity 
solve cybercrime. There wil l always be new and unexpected 
challenges to stay ahead of cybercriminals and cyber terrorists but we 
can win only through partnership and collaboration of both individuals 
and government. There is much we can do to ensure a safe, secure, 
and trustworthy computing environment. It is crucial not only to our 
national sense of well-being but also to our national security and 
economy.
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